
Regulating online privacy: 
The role of the Data Protection authorities

A Social Web or Web 2.0 perspective



There are 3 key moments when users are exposed
to security and privacy risks in the social web

1) When new users sign up 

2) As participants – exposure in the social web

3) Cancelation of service



Complex terms of use – Not fully translated

Translated versions
not binding !



Sign-up process requests huge amounts
of personal data

Why they requests all these data? 



Default profile loaded with personal data



Few people are aware of the private settings



Tons of personal data in the search engines



Unawareness of implications of
user content posted on the site

Grant to the Company an irrevocable, perpetual, non-
exclusive, transferable, fully paid, worldwide license 
(with the right to sublicense) to use, copy, publicly 
perform, publicly display, reformat, translate, excerpt 
(in whole or in part)  and distribute such User Content 
for any purpose,  commercial, advertising, or 
otherwise 



Uploading and tagging personal photos

Should request user�vs permission



Lack of Social Responsibility
Users and third party applications

Providers should limit the information about you with others 



Lack of proof of age – users under 13



Lack of knowledge about the implications of
behavioural targetting advertising



Not clear deletion of files and 
personal information published in the network

Providers should allow users to easily terminate their membership, delete
their profile and any content or information that they have published on the 
social network.



Suggestions

• Promote up-front and legible terms of use for normal 
citizens (Fortunately, we are not all lawyers � )

• Enforce binding terms of use in local language

• Regulate commercial use of personal data. Most web 2.0 
business models are based on the aggregation of personal 
data

• Request greater social responsibility managing our data. 

• Default profile should provide highest privacy settings

• Create technology / processes to proof users age



Suggestions

• Regulate portability of user�vs data (like mobile numbers)

• Request complete deletion of personal files and 
information published

• Promote training courses in Schools (teachers) and 
companies (management)

• Draft a user�vs manual for parents and users
(recommendations, alerts and suggestions)

• Inform / educate the media (traditional and digital)
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